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MAC OSx is not supported by ICTS.
Therefore, please consider this manual a courtesy.

A Virtual Private Network (VPN) is best described as a “tunnel” to MAASnet, the
university network. After having configured the VPN connection, your MAC will
only communicate with the VPN server. Consequently, this server handles all
network traffic to and from the MAC, as if this MAC were physically located within
the university.

MAAShet and VPN:
The university network contains many pages and provisions that can be accessed

only from a computer within MAASnet, in which all systems receive a unique IP
address. These addresses always look like this: 137.120.xxx.xxx, where the last

six numbers are unique.

MAAShet:
Through the use of the VPN connection, users will be able to access the
restricted content from other pc’s connected by other means as well.
In practice, this means that users that are accessing the internet through another
internet provider can now access, for example:
e Microsoft Exchange/Outlook environment;
e Library services such as the E-journal database.

This manual will help you configure your MAC for the use of the VPN client of
Maastricht University.

BEWARE: The UM VPN connection cannot be used on a MAC that is
connected through some other VPN connection at the same time.
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What do you need?

e A MAC that is connected to the internet.
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e An employee or student account of Maastricht University.

Step 1:

Click on the Safari logo in your dock or go to Applications through the menu Go ->

Applications -> Safari.

Please enter your username and password.

USERNAME: | |
PASSWORD: | |

¥ SR
| Login |

Step 2:
Go to the following website:

vpn.maastrichtuniverstiy.nl

Fill in your Username (this is for
employees the name in front of the @-
sign in the e-mail address and for
students the i-number) and Password in
the required fields. Click on Login.

"l cisco AnyConnect VPN Client
cisco

@ WebLaunch Using Sun Java for I

n Java applet has started. This could take up to

Su
=+ _Dlatfrm 60 secon ds. Please wai...

Detection I}

- Sun Java

Download

o An applet from “vpnl-rw.maastrichtuniversity.nl” is
L requesting access o your computer.

L @ The digital signature from “Cisco Systems, Inc.” has been verified.

1 Allow all applets fram “vpnl-rw.maastrichtuniversity.nl” with this signature

Step 3:
Now the automatic installation starts.

If you are asked that an applet wants
access to your computer click Allow.
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aluili cigeo AnyConnect VPN Client
CIsco

@ WebLaunch Manual Installation

Web-based installation was unsuccessful. If you
wish to install the Cisco AnyConnect VPN Client, you

v/ . Platform may download an installer package.

Detection

Install using the link below:

Mac OS X 10.4+ (intel}
¥ -0 0O VPN Client Downloader

D The installer is setting up the AnyConnect application. This
@, could take a moment. Please wait...

L Type your password to allow

& vpndownloader.app to make changes. ¥

Name: Piet Janssen

Password: ssssssssssesl |

- Details

Step 4:

You will be asked to give in your password
of the computer to install the new
software.

Fill out the password of the MAC (not your
Maastricht University password).

800 WPM Client Downloader

The installer is setting up the AnyConnect application. This
@ could take a moment. Please wait...

< Fale Cisco AnyConnect VPN Client

N
Cisco

Connected to | ypn1-rw.maastrichtuniversity. ~

Connection Duration: ~ 00:00:56 ( Disconneet )

Client Address 137.120,155.33

Sarver Address 137.120.113.101

Client Address {IFvE) Not Available Ea,
Bytes Sent BE6BS E
Bytes Received 119653

Cannection Log

P Details...
Version 2.4.1012

Step 5:
The Cisco AnyConnect application is

installed on your computer.

If the installation fails or you don't get to
this screen; skip to step 6 of this manual.

After successful installation go to Step 12

vl cisco AnyConnect VPN Client
CIsSCco

E%I WebLaunch Manual Installation

Web-based installation was unsuccessful. If you
wish to install the Cisco AnyCannect VPN Client, you

/ _ Platform
it may download an installer package.
Install using the link below:
Mac 05 ¥ 10.4+ (intel}
7] - Bun Yava Alternatively, retry the automatic installation.
- Download

Download

Step 6:

In case the Cisco client fails to install
automatically click on the link “*Mac OS X
10.4+ (intel)” in the centre of the screen.

A file named vpnsetup.sh will be
downloaded to your Downloads folder.
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= vpnsetup.sh
3.9 MB

alef

20 Downloads

. = Wed 14:35:38 T 33%) ,.L &}

terminal

[ Show All

Top Hit

[~ Terminal

Step 7:

Start Terminal by typing in terminal in the
search bar of Spotlight (top right in your
menu bar). Click on the top hit which
should be Terminal (as shown here).

A new blank window appears with your

username and your computer name.

OO Terminal — bash — 67x7

Last login: Wed Dec 22 16:25:19 on ttys@ee
$ chmod a+xf]

Terminal — bash — 121x26

chmod a+x [|

Step 8:

Type in the following command (don't
press enter after the command yet):
chmod a+x

Now drag the vpnsetup.sh icon into the
blank window.

The path to the file vpnsetup.sh will now
be filled out automatically and the

command should be:

"chmod a+x

/Users/username/Downloads/vpnsetup.sh”

Press enter.
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vpn-2.4.1012

ven-2.4.1012 EEARCH FOR

() Today
(0 Yesterday
(O past Week
& Al images

f» El=m m @ | (%~ Q
DEVICES
£ HD
PLACES
I pesktop

% mohamedabddulkadir

7 Applications
[} Documents
(& Dropbex

3] All Documents

vpn.pkg

1 of 1 selected, 225 KB available ——

Step 9:
The installation of the Cisco AnyConnect
client appears on your desktop.

Click on it and execute the “vpn.pkg”.

@ Installatio

.M « Install vpnclient

5 .. This package will run a program to
*‘_ determine if the software can be installed.
[ i

PR -0 Tokeep your computer secure, you should only run

‘ — programs or install software from a trusted source. If
® License you're not sure about this software's source, click
- Cancel to stop the program and the installation.
@ Destinatiq

® Installatiomr

® Summary

alialn
cisco

Go Back

Step 10:

The installation of the Cisco AnyConnect
client starts automatically. Press Continue
to proceed.

© Introduction

« Install vpnclient

O License

© Destination Select
© Installation Type
I

@ Installation

@ Summary

@

Type your password to allow Installer to make
= changes.

—

Name: | Piet Janssen

Password: sssssssss

b Details

( Cancel ) @

Change Install Location...

Step 11:

You will be asked to give the password of
your computer to proceed with the
installation. Fill out the required details
and complete the steps to finish the

installation.
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m Window Help Step 12:

Fonward To start the VPN client go to your

Select Startup Disk on Desktop {31 . . . .

B Computer e Applications folder and click on the Cisco

& Home 38H folder.

4 Desktop %D

@ Network 38K

El iDisk >

/- Applications

7 D 4 #¥0 . . . . .

S e Inside this folder you will find the Cisco

Recent Folders > AnyConnect VPN client.

Go to Folder... +38GC

Connect to Server... HK
Log on to VPN using your Maastricht
University username and password (this is
for employees the name in front of the @-

Cisco sign in the e-mail address and for
students the i-number) and click Connect.
Step 13:
— B
The Cisco AnyConnect icon appears on
(% your dock and your top menu.
<o BAR! ® 440 o

About

Bring AnyCo
Statistics
Connect

Disconnect

nnect to Front

You can disconnect the VPN connection by
clicking on the Cisco AnyConnect icon and
selecting the option Disconnect.

To start the VPN connection you can go to
the same icon and select the option
Connect or start the Cisco AnyConnect
client by going to your Applications folder.
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