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Manual Wireless Internet (WIFI)

Mac OSx SnowLeopard

MAC OSx is not supported by ICTS.

Therefore, please consider this manual a courtesy.

This manual explains how to connect to the university network with a wireless internet

connection on a computer within reach of a WiFi wireless access point.

WiFi is set up according to the wireless network client’s policy. This means that services running
on your notebook (such as an FTP server, SMTP server, WWW server, etc.) are not accessible

for other MAASHhet or internet users.

What do you need?

e A laptop with an 802.11g-, 802.11b/g or 802.11n-compatible wireless network
adapter (to find out if your network adapter is compatible, please consult the hardware
documents).

e The wireless network adapter must support 802.1x wireless security.

e Administrator access on a local computer (you will need to change your settings).

e A Maastricht University employee or student account, or a valid account at a
university or other higher education institute affiliated to eduroam.

e An installed version of Mac OSx. (This manual uses 10.5)

e Also consult the FAQs and problems at the end of this manual.
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Maastricht University offers 3 wireless networks:

UMnet: Only for employees with a valid UM employee account.
eduroam: For students and employees of the Maastricht
University and other institutes that are connected to the
eduroam network.

UMguest: For invited guests of the university with a UM guest

account.
Step 1: Open the
configuration window
Click on the icon for System
Preferences in your dock.
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Ikhwlk:
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]
d Click the lock to prevent further changes.

Metwork Mame: | eduroam

¥ Show AirPort status in menu bar

Status: Connected { Turn AirPort OFf )

AlrPort |3 connected fo eduroam and has the
P address 137120067 .56,

2

¥ Ask to join new networks

‘Knoam networkcs will be joined automatically.
! nay kenown eetwedks ane vailable, yoo will
‘be ashed before joining 2 new nebworie

BO2.1X: WPA: eduroam [ Disconnect |

Autheniticated via PEAP (MECHAPYZ}
Connect Thme: 00:00:21

(Adancsa) @)

Revert Apply

Asgist me... |

Step 2: Network

Click on the adapter AirPort

and turn it on if necessary.

Location: | Automatic

. AlrPort -
® Connected *

S O
o

mi )

A || k=

d] Click the lock to prevent further changes.

# Show AirPort status in menu bar

Status: Connected (" Turn AirPort OFf

Alrfort |3 connected to eduroam and has the
IF acidress 137120067 58,

Network Name: | eduroam =]

™ Ask to join new netwarks

Knorn netwerks will be joinsd automatically.
I A kndwn AEbwadkE 38 Fvailable, v will
be asied before joining a mew nebworic

802.1%: WPA: eduroam Disconnect |

Authemticated via PEAP (MSCHAPGE)
Comnect Time: 00:00:21

(Advanced.. ) @)

Azgist me, .. Riwert Apply

Step 3: Network

Click on Advanced...

<
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Metwaork

S

= AirPort
AirPort  TCR/IP

DNS  WINS - BO2AX- Proxies Ethernet

¥User Prafiles
# wWrA: eduroam

@

User Mame:

PFassword:
_ Always prompt for passward

Authentication; Enable  Protecal

& TTLS

o PEAP m

0 TS :
EAP-FAST v

Caonfigure

Configure Trust...

Wireless Metwork: eduroam :1
Security Type: | WPAZ Enterprise =
|_ Cancel , [

QK

Step 4: 802.1X Settings

Click on 802.1X on the top

of the screen.

Use the “-* button to delete
all UMnet, UMguest or
Eduroam profiles already in

the list.

<
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N Network
|< * | Shiow All ! a
= AirPort
AirPort  TCP/IP  DNS = WINS ~BOZ.X- Proxies Ethernet
Y User Profiles —
& WPA: edurcam User Name: | LISEMMEMESERUNIMESSS .0l
Pagiword., sessssssssssssn
Always prompt for password
Authentication: Enable Prowsgol
o TS
# Pear EJ
0O TS r
EAP-FAST "
E “l:;_'-c;ﬂ.f-\g.ure Trust...
Wireless Network:  eduroam :1
S Securlty Type: | WPAZ Enterprise |
f-l'h | Cancel ) [ OK

"

Step 5: Adding the network

Click on the “+” button and

select “Add User Profile”.

Username:

Students
Ild-number@unimaas.nl

(e.g.

“11234567 @unimaas.nl”
Employees
user.name@unimaas.nl

(e.g.
“abc.employee@unimaas.nl”)

Password: empty the line
and fill in your unimaas
password (the same one you

use for webmail and EleUM).

Authentication:
Select TTLS and PEAP.

Click on OK.

&

MAC_WiFi_SL UK.doc — Internet version

Version 23/11/2011




&

/

Lendiry
Maastricht University « Leamniy’

eann

Network

Location: | Automatic e

4

[ Turn AirPort Off

Status: Connected

AirPort is connected to edurcam and has the
IP address 137.120.67.58.

Network Name: | eduroam

@Ask to join new networks
Known networks will be joined automatically.

If no known networks are available, you will
be asked before joining a new network.

- Y 3y
WPA: eduroam | Disconnect
Authenticated via PEAP (MSCHAPWZ)

Connect Time: 00:00:21

802.1X:

@Show AirPort status in menu bar

P e

(" Advanced... ) @

Step 6: Apply settings

Click on Apply and click on

Advanced...

E Remember networks this computer has joined
[ | Discennect when logging out

Require administrator password to:

|| Create computer-to-computer networks

[ Change networks

"1 Turn AirPort on or off

AirPort ID: 00:25:00:44:30:7a

@ C

Cancel ) [ OK

]

T A
P Click the lock to prevent further changes. | Assistme... | Revert Apply
=" AirPort Step 7: AirPort
[ AirPort | TCP/IP DNS WINS 802.1X Proxies Ethernet |

e Click on AirPort on the top of
Network Name Security the screen. (See the tab
BLN-GUEST None E
linksys WEP Password m Ieft) .
Sitecom4747F4 None Y3
Schependewic20 MNone v
+ = | 4 | Drag networks into the order you prefer. Click on the “+” icon.
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~ Enter the name of the network.

Enter the name of the network you want to add, and then
enter the passward if necessary. You can also click Show

Metworks to see a list of available networks.

Network Name:
Security:
User Name:

Password:

BD2.1X:

{ b |
{ Show Networks )

eduroam

' WPA2 Enterprise

4k
Nt

usernamedunimaas.nl

'L WPA: eduroam

( Cancel ) ( Add )

4k
Nt

Step 8: Enter the name of

the network

Fill in the following date:
Network Name: Students:
eduroam

Employees: UMnet

Security: WPA2 Enterprise.
User Name: leave empty.
Password: leave empty.
802.1X: WPA: eduroam

Then click on Add. Click on
OK.

ann Network
a
Location: | Automatic 3 ]

Ethernet 5
e Not Connecte éoo&'

efeire
Mot Connected

'+'— -

il
JQ Click the lock to prevent further changes.

Eshow AirPort status in menu bar

 Turn AirPort OFF
Status: Connected {_ Turn AirPort Off )

AirPort is connected to eduroam and has the
IP address 137.120.67.58.

Network Name: | eduroam I3

ar

EAsk to join new networks
Known netwerks will be joined automatically.
If no known networks are available, you will
be asked before joining a new network.

802.1X: WPA: eduroam | Disconnect

Authenticated via PEAP (MSCHAPVZ)
Connect Time: 00:00:21

¥ I T—

( Advanced... ) @

Assistme... | Revert Apply

Step 9: Apply settings

Click on Apply.

The computer will now make

a connection the wireless

network.
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Step 10: Verify

Certificate
FaYaYs) Verify Certificate
[ o~  802.1X Authentication Click on Continue.
| @ The server certificate is not trusted because there are no explicit trust

settings.

Note: It is possible that

this screen does not

appear.

Step 11: Open the web

browser

Open the web browser

on your computer.
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Step 12: Register your wireless card

Go to a webpage (e.g. www.maastrichtuniversity.nl). You are redirected to a registration

page to register your network card.

(If the registration page does not open, go manually to http://netreg.unimaas.nl)

Employees

= Lees en accepteer de voorwaarden door onderstaande procedure uit te voeren:
_og in met uw UNIMAAS gebruikersnaam en wachtwoord
{lik "Accept" of druk "enter" om de voorwaarden te accepteren.

« GEBRUIKS- EN BEHEERSVOORWAARDEN MAASnet UM (Word 2000 document)

« Gebruiksvoorwaarden Campus@Maastricht (HTML)

Please read and accept the conditions by following the procedure below:
_og in with your UNIMAAS loginname and password
Zlick "Accept” or press "enter” to accept these conditions
o MAASnet UM USAGE AND MANAGEMENT CONDITIONS (Word 2000 document)
« Gebruiksvoorwaarden Campus@Maastricht (HTML) (Dutch only)

Gebruikersnaam / Username: |
Wachtwoord / Password:

Username
Fill in only your username e.g.

“abc.employee”.

Password
This is the same password you use to
check your email and log in on computers

on the university.

Click on accept and restart your computer.

Students

= Lees en accepteer de voorwaarden door onderstaande procedure uit te voeren:
_og in met uw UNIMAAS gebruikersnaam en wachtwoord
{lik "Accept" of druk "enter" om de voorwaarden te accepteren.

« GEBRUIKS- EN BEHEERSVOORWAARDEN MAASnet UM (Word 2000 document)

« Gebruiksvoorwaarden Campus@Maastricht (HTML)

Please read and accept the conditions by following the procedure below:
_og in with your UNIMAAS loginname and password
Zlick "Accept” or press "enter” to accept these conditions
o MAASnet UM USAGE AND MANAGEMENT CONDITIONS (Word 2000 document)
« Gebruiksvoorwaarden Campus@Maastricht (HTML) (Dutch only)

Gebruikersnaam / Username: |
Wachtwoord / Password:

Username

Fill in only your id-number e.g. “i12345".

Password
This is the same password you use to
check your email and log in on computers

on the university

Click on accept and restart your computer.

You are done configuring the WiFi connection.

&
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Problem:

Solution:

My wireless card does not support

802.1x authentication.

It is not possible to use the wireless network with

this card.

My operating system does not
support 802.1x EAP-PEAP

authentication.

Mac0S10.3 of higher (not supported) can use the

Wireless Network.

The “eduroam” network can not be

found.

Your computer is probably too far removed from an

active access point. Get closer to an access point.

Person is not a student or employee
of the UM and does not have a user

name or password.

Employees and students or persons from eduroam
affiliated institutes can use their own account to use

eduroam.

Student has not received an

username and password.

You can get this information at the ICTS Front-
office. Opening times and locations can be found
on: http-//www.maastrichtunuiversity.nl/icts/
NOTE: You need a valid ID card or drivers license

and you’re an UM student number to get a new

password.

Frequently Asked Questions:

Question:

Answer:

How can | see if my network card

supports the “G” standard?

Most Apple notebooks support the “G” standard.
You can ask your supplier or manufacturer if

YOu are unsure.

Are there other manuals for MAC

users?

Yes, the MAC users group offers support on

their website: http://mac.unimaas.nl
NOTE: The UM does not offer support.

&
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